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CCNA 1 v3.1 Module 11
TCP/IP Transport and
Application Layers



Objectives
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Upon completion of this module, the student will be able to perform tasks related to the
following:

11.1 TCP/IP Transport Layer
11.2 The Application Layer
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Transport Layer
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Reliable transport can accomplish the following:

Ensure that segments delivered will be acknowledged to the sender
Provide for retransmission of any segments that are not acknowledged
Put segments back into their correct sequence at the destination
Provide congestion avoidance and control
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Transport Layer Analogies
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Spanish (primary language)
English (one year of study)

Slower language
comprehension speed

English (only language)

© 2004, Cisco Systems, Inc. All rights reserved. 4



Flow Control
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Hello!
How fast can
| send data?

| am busy now.
Send data slowly.
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Multiplexing of Upper-Layer Conversations
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Application
- Electronic File Terminal
Presentation Mail Transfer Session
Session / \
Application Application
[ Transport Port Data Port Data
Segments

© 2004, Cisco Systems, Inc. All rights reserved. 6




Establishing a Connection with a Peer
System
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Sender - e Receiver

Synchronize

.

Negotiate connection

Synchronize
-

Acknowledge

Connection established

Data transfer
- ot

(Send segments)

© 2004, Cisco Systems, Inc. All rights reserved. 7



Session Maintenance and Termination
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o

Sender Receiver
Transmit
>
=
o
Mot read
Process
Segments
Ready
Go Ea Buffer OK
Resume Transmission
—-
=
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Three-Way Handshake

=)

Send SYN
{5&{]“1 00 ctl =5YN)

SYN received
Established

(seq=101 ack=301
ctl=ack)
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=

SYN received

send SYN, ACK
(seq=300 ack=101
cti=syn,ack)
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TCP Basic Window

Sender

send 1

receive ACK 2
send 2

receive ACK 3
send 3

receive ACK 4
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YAYAY

Window size =1

Receiver

receive 1
send ACK 2

receive 2
send ACK 3

receive 3
send ACK 4
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TCP Sliding Window

Sender Host

send 1
send 2
send 3

send 3

send 4
send 5

send &
send 6

——
+
4—
—-
ﬁ
+
-—
—_—
ﬂ
A —————
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Receiving Host

receive 1

receive 2
=R

ACK 3 window size 2

receive 3

receive 4
=R

ACK 5 window size 2

receive 5
receive 6
ACK 7 window size 2
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TCP Sliding Window

Sender

send 1
send 2
send 3

receive ACK 4
send 4
send 5
send 6

VAV

receive ACK 7

Window size = 3
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Receiver

receive 1
receive 2
receive 3
send ACK 4

receive 4
receive 5
receive 6
send ACKY
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TCP Sequence and Acknowledgement

Source | Destination
Port Port

Sequence
Number

Acknowledgment
Numbers

Source Des. Seq. Ack.

1028

2 0] 1

Source Des. Seq. Ack.

1028

23- 2.
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| received #10.
Now send #11.

source Des. Seq. Ack.

._.,L

23 [1028] 1 [11]..
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TCP Segment Format
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Bit 0 Bit 15 Bit 16

Source Port (18) Destination Port (16)

Sequence Number (32) T
Acknowlegement Number (32) 70
Header Length (4) Reserved [E}i Code Bits (8) Window {186) Bytes
Checksum (18) Urgent (16)

Options (0 or 32 if any) l
Data (varies)
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UDP Segment Format
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Bit 0 Bit 15 Bit 16
Source Port (16) Destination Port (16) A
Length (16) Checksum (16) @ i”*‘“’s
Data (if any)
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TCP and UDP Port Numbers
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P n P P P
e
t
Application
Layer
----- @le el @@
Transport MNumbers
La}per TCP UDP

© 2004, Cisco Systems, Inc. All rights reserved. 16



Application Layer

Application

Internet

Network
Access
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File Transfer
- TFTE*
+FTP #+
« NFS

E-mail
+ SMTP

Remaote Login
= Telnet +

* rlogin

Network Management
+ SNMP +

Name Management
« DNS *

+ used by the router

Cisco.com
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Application Layer

Waorld Wide Generic Domains
COM - This domain is intendad for commarcial entilias, thet ia companiea, Thie domain | =
has grovan wery large and (here is concern abodl Ihe adminisiratve load and
sysiem parformance if the curent growlh patlern s continued. Consideration is

haing given o0 subdividing the COM domain and allowing future commercial
registralions in subdomains

EDU - This domain was eniginally inlende fer all edueational institions. Many
universities, collages, schools, educalional servicas organizations, and
educational consortia have registered bere, More recenlly, a decision has been |
made 10 himi further registretion o four year collages and univarsities. Schools
and two year collages will ba regisiered in the country domains (see LLS. '
E!umedn, es,pec:laug,r i{-mam:l EI::, I:rEllll'l'.l']- i

MET = This domain is |n|:-u-1|:|'r|:l in hold anly the compulers |:|f helm::rl-l: |:|r|;|'|.l||:I|,er-,'.1 I:hall‘l is I
the MIC and HOC computers, the administrative comguters, and the network
node computers. The custiomars of the natecork providar would have domain
namas of their cwn (mlln lhe MET Tap Level Damain [TLD).

ORG - This domain is intended as the miscallanecus TLD for I:lrgmmahuns that do nutﬁt
anywhers glse. Some non-government arganization may it hera. -

INT - This domain is intended for orpanizations estabished by inemational reaties, o |
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FTP Application
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T MWS_FTPS5 LE

~Local Spstann ~Hemote Systemn

Il: “Progran Fil=s= "’| I ""i
= | Hamsa Chalr 7l Mame T
E_I g F'r-: Wkl MR
il -:-:;plete : . |
[ connsct  w~ ey 55 W
[E] =rror. wav Bl B e

[ T T | ey

% ggg;gﬁ Az | — HErAtH
[E] ftppross [Es]e [
E nsf fp ifl."ll.‘l'. - Hl!ﬂh!ﬁ Eerechy
i i - I e Dilnla P | I Ll [ofil et e

 ASCH (% Binwy [ Ao

il
17, Copwght € 1 952-1958 Ipswstch. Inc,
Connect | C | Help | Options | Abeut | E

%l
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URL

http:/f

Idantifies 1o the
brorwear whal

pralocs should be
usad.

WA,

idenlifies the
hostname or

mame ol a spedilic
machina.

CisSCco,com

Represants the
domain anbiy of the
wehsle,

fedu/f

ldenlifies the folder
where the Wah page is
lacatad on the server.
Als0, Since Do hame is
speafied, the browser
will Ioad the default
page identilied by lhe
SEMvEr.

This figure identifies the parts of a standard
Uniform Resource Locator {LURL) address.
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E-mail Message Path

E-mail (POP3)

sEmnar

sending
e-mail clisnt

When sending an e-mail massage, the process that is followed is o
send the letter to the post office where the user belongs. The user
then picks up the e-mail from the post office.
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SNMP

Management
entity

A
I
p |
I
|
I
|
|
I
I
|
|

\/
Management
database

| Agent

Management
database

Management
database

Managed devices
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Telnet
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_¥ Telnet - [None) ™ =] ES
Connect Edit Teminal Help

Host Name: M

Port: ItE:|I'|E:t -I

TermType: [vﬂ 0o j

‘ Connect I Cancel I
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Summary

Application

o

|

Internet

e

Network
Access
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